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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees established 
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical 
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO 
and IEC have established a joint technical committee, ISO/IEC JTC 1. 

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating 
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards 
through a consensus development process, approved by the American National Standards Institute, which 
brings together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers 
are not necessarily members of the Institute and serve without compensation. While the IEEE administers the 
process and establishes rules to promote fairness in the consensus development process, the IEEE does not 
independently evaluate, test, or verify the accuracy of any of the information contained in its standards. 

The main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards adopted 
by the joint technical committee are circulated to national bodies for voting. Publication as an International 
Standard requires approval by at least 75 % of the national bodies casting a vote. 

Attention is called to the possibility that implementation of this standard may require the use of subject matter 
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or 
validity of any patent rights in connection therewith. ISO/IEEE is not responsible for identifying essential 
patents or patent claims for which a license may be required, for conducting inquiries into the legal validity or 
scope of patents or patent claims or determining whether any licensing terms or conditions provided in 
connection with submission of a Letter of Assurance or a Patent Statement and Licensing Declaration Form, if 
any, or in any licensing agreements are reasonable or non-discriminatory. Users of this standard are expressly 
advised that determination of the validity of any patent rights, and the risk of infringement of such rights, is 
entirely their own responsibility. Further information may be obtained from ISO or the IEEE Standards 
Association. 

ISO/IEC/IEEE 8802-15-4 was prepared by the LAN/MAN Standards Committee of the IEEE Computer Society 
(as IEEE Std 802.15.4-2006). It was adopted by Joint Technical Committee ISO/IEC JTC 1, Information 
technology, Subcommittee SC 6, Telecommunications and information exchange between systems, in parallel 
with its approval by the ISO/IEC national bodies, under the “fast-track procedure” defined in the Partner 
Standards Development Organization cooperation agreement between ISO and IEEE. IEEE is responsible for 
the maintenance of this document with participation and input from ISO/IEC national bodies. 

ISO/IEC/IEEE 8802 consists of the following parts, under the general title Information technology — 
Telecommunications and information exchange between systems — Local and metropolitan area networks — 
Specific requirements: 

— Part 15-4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for Low-Rate 
Wireless Personal Area Networks (WPANs). 
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which brings
together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers are not
necessarily members of the Institute and serve without compensation. While the IEEE administers the process and
establishes rules to promote fairness in the consensus development process, the IEEE does not independently
evaluate, test, or verify the accuracy of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or
other damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or
indirectly resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a
specific purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards
documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure,
purchase, market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the
viewpoint expressed at the time a standard is approved and issued is subject to change brought about through
developments in the state of the art and comments received from users of the standard. Every IEEE Standard is
subjected to review at least every five years for revision or reaffirmation. When a document is more than five
years old and has not been reaffirmed, it is reasonable to conclude that its contents, although still of some value,
do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest
edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely
upon the advice of a competent professional in determining the exercise of reasonable care in any given
circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will
initiate action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned
interests, it is important to ensure that any interpretation has also received the concurrence of a balance of
interests. For this reason, IEEE and the members of its societies and Standards Coordinating Committees are not
able to provide an instant response to interpretation requests except in those cases where the matter has previously
received formal consideration. At lectures, symposia, seminars, or educational courses, an individual presenting
information on IEEE standards shall make it clear that his or her views should be considered the personal views of
that individual rather than the formal position, explanation, or interpretation of the IEEE. 

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership
affiliation with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Comments on standards and requests for interpretations should
be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854
USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the
Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of
any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.
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Introduction

This standard defines the protocol and interconnection of devices via radio communication in a personal
area network (PAN). The standard uses carrier sense multiple access with collision avoidance (CSMA-CA)
medium access mechanism and supports star as well as peer-to-peer topologies. The media access is
contention based; however, using the optional superframe structure, time slots can be allocated by the PAN
coordinator to devices with time critical data. Connectivity to higher performance networks is provided
through a PAN coordinator. 

This revision was initiated to incorporate additional features and enhancements as well as some
simplifications to the 2003 edition of this standard. The standard now includes two optional physical layers
(PHYs) yielding higher data rates in the lower frequency bands and, therefore, specifies the following four
PHYs: 

— An 868/915 MHz direct sequence spread spectrum (DSSS) PHY employing binary phase-shift
keying (BPSK) modulation

— An 868/915 MHz DSSS PHY employing offset quadrature phase-shift keying (O-QPSK)
modulation

— An 868/915 MHz parallel sequence spread spectrum (PSSS) PHY employing BPSK and amplitude
shift keying (ASK) modulation

— A 2450 MHz DSSS PHY employing O-QPSK modulation

The 868/915 MHz PHYs support over-the-air data rates of 20 kb/s, 40 kb/s, and optionally 100kb/s and
250kb/s. The 2450 MHz PHY supports an over-the-air data rate of 250 kb/s. The PHY chosen depends on
local regulations and user preference.

This revision also incorporates the following additions and enhancements to the 2003 edition:
— Adds support for a shared time base through the addition of a data time stamping mechanism
— Adds extensions of the 2.4GHz derivative modulation yielding higher data rates at the lower

frequency bands
— Incorporates a mechanism for communicating the revision level on a frame-by-frame basis
— Adds support for beacon scheduling
— Allows synchronization of broadcast messages in beacon-enabled PANs
— Improves usage of security suite

Also, this revision incorporates the following changes and simplifications:
— Makes GTS support optional
— Removes restrictions for manually enabling the receiver
— Simplifies passive and active scan procedures
— Allows for more flexibility in the CSMA-CA algorithm
— Reduces association time in nonbeacon networks

This revision is backward-compatible to the 2003 edition; in other words, devices conforming to this
standard are capable of joining and functioning in a PAN composed of devices conforming to
IEEE Std 802.15.4-2003.

This introduction is not part of IEEE Std 802.15.4-2006, IEEE Standard for Information technology—Telecom-
munications and information exchange between systems—Local and metropolitan area networks—Specific
requirements—Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for
Low-Rate Wireless Personal Area Networks (WPANs).
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Notice to users

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an IEEE standard or for
conducting inquiries into the legal validity or scope of those patents that are brought to its attention.
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IEEE Standard for

Information technology—
Telecommunications and information

exchange between systems—
Local and metropolitan area networks—
Specific requirements—

Part 15.4: Wireless Medium Access Control 
(MAC) and Physical Layer (PHY) 
Specifications for Low-Rate Wireless 
Personal Area Networks (WPANs)

1. Overview

1.1 General

Wireless personal area networks (WPANs) are used to convey information over relatively short distances.
Unlike wireless local area networks (WLANs), connections effected via WPANs involve little or no
infrastructure. This feature allows small, power-efficient, inexpensive solutions to be implemented for a
wide range of devices.

This document defines a standard for a low-rate WPAN (LR-WPAN). 

1.2 Scope

The scope of this revision is to produce specific enhancements and corrections to IEEE Std 802.15.4, all of
which will be backwards compatible with IEEE Std 802.15.4-2003. These enhancements and corrections
include resolving ambiguities, reducing unnecessary complexity, increasing flexibility in security key usage,
considerations for newly available frequency allocations, and others.

IEEE Std 802.15.4 defines the physical layer (PHY) and medium access control (MAC) sublayer
specifications for low-data-rate wireless connectivity with fixed, portable, and moving devices with no
battery or very limited battery consumption requirements typically operating in the personal operating space
(POS) of 10 m. It is foreseen that, depending on the application, a longer range at a lower data rate may be
an acceptable tradeoff. 
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It is the intent of this revision to work toward a level of coexistence with other wireless devices in
conjunction with Coexistence Task Groups, such as IEEE 802.15.2 and IEEE 802.11/ETSI-BRAN/MMAC
5GSG.

1.3 Purpose

The purpose of this revision is to extend the market applicability of IEEE Std 802.15.4 and to remove
ambiguities in the standard. Implementations of the 2003 edition of this standard have revealed potential
areas of improvements. Additional frequency bands are being made available in various countries that are
attractive for this application space.
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2. Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments or corrigenda) applies.

FIPS Pub 197, Advanced Encryption Standard (AES).1

IEEE Std 802®, IEEE Standards for Local and Metropolitan Area Networks: Overview and Architecture.2

ISO/IEC 8802-2 (IEEE Std 802.2™), Information technology — Telecommunications and information
exchange between systems — Local and metropolitan area networks — Specific requirements — Part 2:
Logical link control.3

ISO/IEC 9646-7 (ITU-T Rec. X.296), Information technology — Open systems interconnection —
Conformance testing methodology and framework — Part 7: Implementation conformance statements.

1FIPS publications are available from the National Technical Information Service (NTIS), U. S. Dept. of Commerce, 5285 Port Royal
Rd., Springfield, VA 22161 (http://www.ntis.org/).
2IEEE Publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA (http://standards.ieee.org).
3ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genève 20,
Switzerland/Suisse (http://www.iso.ch/). ISO/IEC publications are also available in the United States from Global Engineering
Documents, 15 Inverness Way East, Englewood, Colorado 80112, USA (http://global.ihs.com/). Electronic copies are available in the
United States from the American National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA (http://
www.ansi.org/).

 

Copyright © 2006 IEEE. All rights reserved. 3EEE 2010 – All rights reserved 3




